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Open Source Monitoring 0
Overview Hhitative
e |nfrastructure Monitoring

—Nagios
* Capacity Monitoring

— Cacti
e Network Monitoring

—NTOP
® Security Monitoring

— Snort, Open VAS, Packettence



Open Source Monitoring o

Infrastructure Monitoring with Nagios gt

* Nagios Core
* Nagios Core Addons

Web GUI

—~NDO, N2FS, Livestatus ()
— Distributed monitoring Merlin () "
Mod_Gearman, DNX, NCSA modues ((_ Nagios' ) ) Addons
* Nagios Business Process Monitoring LT
* NagVis )
e Configuration Tools, Web-GUI o

e Plugins nagiosexchange.org



Vibrant Community )
Nagios open source

‘ " initiative

Nagios’

' EXCHANG%

® nagios @ openview @ unicenter @ tivoli @ bme
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Top Countries

USA 25%
All Others 26%

Visits

+ I oo

Austria 1%
Italy 2%

Belgium 2%

Switzerland 3% Germany 12%

Canada 3%
Australia 4%

United Kingdom
6%

Brazil 5% Netherlands 5% Erance 6%



Top Industries
ISP16%

Information
Technology

All Others 35%
16%

Tele-
communictions
6%

Government 5%

Finance 3%

Application ¢
Service R
Providers3%

Manufacturing
3%

Healthcare5%

Higher
Education 4%

Education /
Training 4%

Organization Types

/_ Non-Profit

4%

Government
7%

Educational
Institution
10%

Other
23%

1.8

initiative

Corporation
40%

Small Business

17%
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Resource Monitoring with Cacti ftative

Timings

measure it

(o) §
forget it!

W ERA Delay




Open Source Resource Monitoring o

Architecture Cach open source

e Fast, extensible data
collector

gandalf - CPU Usage ROUter

e Template engine, template onx

e repository Plugin
Arc h i‘I'eC‘I'U re o Flr:r::gza? 08 251:;::'343.:55 To 123303 08 2% 211:13::'00 o Server
e plugin repository




Vibrant community
Cacti

e more than 60.000 visitors per month
e more than 26.000 registered users

e 185.000 posts
e > 200 docs pages

cactinet

Daily Reach (percent)

nagios.org
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Network Traffic Monitoring
NTOP

e Top N talkers T ¢

e Top N conversations kS

e Top N Applications (e.g.
SAP is using 70%). "

e Data volume per entity basis
(link, location, region).

e Reports about traftic we ;;
don’t expect to see on the

network |
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3.

Network Traffic Monitoring

Architecture open source
sFlow NetFlow
\
Packet \
Capt Flow Export
apture Drobe ow Expo _

Data Dump

A4

E j Wirth-Phoenix Nettye

Raw Files / MySQL / SQlLite / FastBit




Network Traffic Monitoring )

Deployment Scenario R atve -

Enterprise Remote-Branch

Enterprise Campus Service Provider

NetFlow Export to v
Server

-

Export from Remote Site to Central Server



Benefits
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e Open Source

e Open Architecture with Plugin

e Vibrant Community

e Various content of utilizations

e Easy accessibility

e Early feedbacks from the community
e Collaboration

e Fast distributions



